




















































































































The Board of Pharmacy's
Electronic Prescription Tracking
System
Chapter 4

As noted in Chapter 1, in 1997, the Board of Pharmacy received
legislative authorization to establish an automated system to
collect information about prescription controlled substances. We
reviewed the Board of Pharmacy's efforts to implement the new
system and learned the board has been slow to develop a program
to use the automated prescription information: over 19 months
the board spent more than $80,000 for automated data that, until
recently, it did not have the capacity to use effectively. The board
rejected two programming options that could have been used to
make use of this data, deciding instead to hire a vendor to develop
a program deemed more appropriate for Idaho's needs. This
program was in place in April 1999, although a contract had not
been signed. In addition, despite these expenses over an extended
period, the board has yet to develop a plan for using the
information the software is to make available.

Prescription Tracking Systems

Systems for tracking controlled substance prescriptions can be
powerful tools in reducing controlled substance prescription
diversion and abuse. These systems centrally collect controlled
substance prescription information so that prescription activities
of health professionals and private citizens may be monitored.
Information is collected about which drugs are being prescribed,

what quantities, by whom, and to whom. Through central
collection, the data can be used to example, when
controlled substances are prescribed several professionals for a
single individual, even if prescriptions are filled at more than one
pharmacy.

A number of states have begun establishing automated systems.
According to an official with the U.S. Department of Justice Drug
Enforcement Administration's Office of Diversion Control, 18

Prescription
tracking
systems can
be powerful
tools in
combating
diversion and
abuse of
controlled
substances.
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states have established or are currently in the process of
establishing prescription tracking systems. Recently, the National
Association of State Controlled Substance Authorities passed a
resolution to encourage and support states in developing
electronic prescription controlled substance tracking systems.

Prescription Tracking in Idaho
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The Board of
Pharmacy has
used paper
forms to
collect
information
about some
controlled
substances
since 1971.

By 1997, a
significant
backlog of
forms had
developed,
rendering the
system
unuseful.

Since 1971, the Board of Pharmacy has collected information on
controlled substance prescriptions filled by Idaho pharmacies.
Statutes have required prescribers to use a special state-issued,
serial numbered prescription form when writing prescriptions for
Schedule II controlled substances. l Until 1997, a triplicate form
was used. When writing a prescription for a Schedule II drug, the
prescriber kept a copy of the form and gave the two remaining
copies to the patient. Then, when the prescription was filled, the
pharmacist retained a copy and forwarded the third copy to the
Board of Pharmacy. In 1997, an automated collection system was
approved, allowing the elimination of one copy. Duplicates are
now used. Board staff reported that the use of these special
prescription forms has virtually eliminated diversion of Schedule
II controlled substance.

For many years the board used a manual entry system to collect
and record the data from these forms. Board staff entered
information from the prescription forms into a database for
tracking purposes. By 1997, a six- to ten-month backlog of
prescription information had not been entered into the board's
database. According to the board's investigator, current data are
essential in identifying individuals that are beginning to abuse
prescription controlled substances before their problems escalate.
He reported that these individuals often stop at an early stage of
abuse when informed that their use has been noticed that
diversion of prescription controlled substances is illegaL

In I the Board Pharmacy successfully proposed leglsl<ltlOin
to expand coverage of the tracking system to Schedule and
controlled substances and automate collection of prescription

1 Schedule II controlled substances have a high potential for abuse because
their use can lead to severe psychological or physical dependence. No
special fonn is required for Schedule III and IV substances.



The State Board of Pharmacy's Regulation of Prescription Controlled Substances

data from pharmacies.2 Under this new automated collection
system, pharmacists send electronic prescription information for
Schedule II, III, and IV controlled substance data to an
independent data collection firm, which then audits the data and
transmits it to the Board of Pharmacy in electronic format. In the
statement of purpose for the legislation that authorized this
system, the Board of Pharmacy stated that the automated system
would provide a more efficient and effective method of tracking
prescribed controlled substances.3 The board also indicated that
automation would result in the reduction of one full-time
equivalent position, whose time had been spent manually entering
the data received on triplicates into a computer database.

In our review of the Board of Pharmacy's efforts to develop an
automated collection system, we found:

• The Board of Pharmacy spent more than $80,000 over 19
months for prescription tracking data it was unable to use
until recently.

In August 1997, the board contracted with an out-of-state firm,
Atlantic Associates, Inc. (AAI), to develop software for data
collection, begin coordinating data collection from pharmacies,
and begin collecting and auditing data. Start-up costs totaled
$36,200. In addition, since November 1997, the board has
purchased audited data from AAI at a cost of $2,900 per month.
As of April 1999, the board had made payments to AAI totaling
$82,600. However, until April 1999, board staff had not reviewed
the monthly data received. Further, they were unable to use the
data because they lacked the software application necessary for
analysis.4

2 U.S. Department of Justice, Enforcement Administration, Office of
Diversion Control, Prescription Accountability Resource Guide (September
1998) Message from the Administrator. "The Drug Enforcement
Administration (DEA) considers the state-administered multiple copy/
electronic data transmission prescription monitoring program one of the
most important methods in combating the diversion and abuse of controlled
substances." With the implementation of the automated collection system,
the Board of Pharmacy will have just such a multiple copy/electronic data
transmission program.

3 HB 69, 54th Leg., 1st Sess. (Idaho 1997).
4 In a few instances, the board made special requests for and received

prescription data from AAI regarding specific individuals.

In 1997, the
board was
authorized to
expand the
prescriptions
tracked and
automate the
collection of
this data from
pharmacies.

Although the
board began
receiving
automated
prescription
data in
November
1997, it was
unable to use
the information
until April
1999.
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We examined the board's efforts to make use of the data AAI
provided. According to AAI and board staff, AAI has provided
data in an agreed upon standard electronic format. A software
application, such as Access or Excel, is needed to access and use
the data. However, we found that:

• Board staff elected not to use the software applications or
other services available to them for use with AAI data,
resulting in system implementation delays and increasing
system costs.
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Needed
resources
were made
available to the
board early on.

The board's
failure to use
available
software or
services led to
an
unnecessary
17 month delay
in using
prescription
data.

Needed software applications were made available to the board on
two occasions, but the investigator opted not to use it.

• In late 1997, during a visit to the Nevada Board of
Pharmacy-the agency responsible for maintaining Nevada's
prescription tracking system-board staff were given a copy
of the software application Nevada had developed to access
and analyze similar AAI data. Despite Nevada receiving data
from AAI in a form identical to that of Idaho, board staff told
us they considered Nevada's software application
inappropriate for Idaho's system, and did not attempt to use it.
Board staff characterized Nevada's software application as a
"skeleton" that would be unusable. Officials with the Nevada
office, however, told us the application was fully usable.

• In November 1997, according to officials with Atlantic
Associates, they offered the Board of Pharmacy a software
application package, used by at least one other state, at a cost
of $1 ,500 per month. However, board staff declined to use
this software. Staff stated that AAI's proposal was only for
report generation services instead of software that would
allow the board to thoroughly use and review the prescription
data. In contrast, AAI told us that in November 1997 they
informed the Board Pharmacy that the board could

and complete access to data a system
nr"u,rI,'r! by AAI. AAI also told us that February 1998,
board and AAI specifically discussed the costs of such access.

were unnecessary. Two other states we contacted
began using prescription data provided by AAI a much shorter
period oftime. Nevada's Board of Pharmacy and the Oklahoma
Bureau of Narcotics and Dangerous Drugs each had a system in
place to analyze data from AAI at the time they began receiving
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it. Nevada used the data from AAI immediately, and Oklahoma's
system was operational within three months. Had the board used
either option made available to them, the prescription tracking
system could have been operational as early as November 1997.5

We calculated the cost of staff s decision to not use the software
program offered to the board at no charge by~the Nevada Board of
Pharmacy. We found:

• The Board of Pharmacy may have incurred unnecessary
costs by not using software resources made available to
them by another state.

In January 1999, the Board of Pharmacy accepted a proposal from
a software development firm to develop an application to import
and access data from AAI. The agreement called for the firm,
eRI/The Resource Group, Inc. (CRI), to provide technical
assistance in two phases to construct a software program to be
used as a reporting and querying tool for existing databases. As
of April 21, 1999, CRI had submitted to the board invoices
totaling $5,738.

As noted, much of what CRI provided was made available to the
board through other avenues in late 1997. Board staff told us,
however, that CRI provided additional programming to automate
information about complaints received and controlled substance
registrations.

In further review, we found:

• The Board of Pharmacy allowed its vendor to begin and
complete work without a signed contract.

CRI conducted work between January 25 and March 6, 1999, at
which point work was essentially complete. However, as of June

5 We also learned that the board may have further delayed and compromised
useful by failing to exercise two contractual rights: The board
failed to run an acceptance test on the initial data submitted by AAI.
Consequently, this check was not performed to ensure the data were reliable
and useful for the board; and, (2) The board failed to provide AAI officials
with lists of current registered pharmacies. Because of that failure, AAI was
unable to contact all non-reporting pharmacies, as required by contract.
Consequently, AAI may not be receiving prescription information from all
pharmacies in the state.

In contrast,
two other
states began
using
prescription
data within
three months
of contracting
for the
collection of
this
information.

As of April
1999 a vendor
had billed the
board nearly
$6,000 to
develop a
software
application to
use the
prescription
data.
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2, 1999, no contract has been signed. According to the board's
executive director, he reached an oral agreement with CRI to
develop a software application to use AAI data and drafted an
agreement. The agreement also stated that "each phase [of the
project] will begin upon Client's [the board's] execution of a
Notice to Proceed." However, despite the work having been
essentially completed, the board has not issued a notice to
proceed.
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The board's
failure to sign
a contract with
its vendor
prior to the
initiation of
work exposed
the state to
unnecessary
risks.

It is impossible to determine, absent a signed agreement, whether
invoices are consistent with contractual terms. Furthermore, the
board's use of a contractor without having a signed contract
exposed the board and the state to contractual risks and liabilities
that could otherwise be avoided through a written agreement. In
addition, without a signed agreement, the board faces a more
difficult task in remedying problems with the software in the
event problems arise.

In light of the board's handling of the CRI contract:

We recommend Board ofPharmacy management more
carefully monitor contracts to ensure work is conducted
pursuant to a signed agreement.

Furthermore, in the absence of contractual expertise in board
management, contracts should be reviewed by board counsel.

It should benoted·that, beginning in April 1999, the board's legal
counsel reviewed the draft agreement between the board and CRI
and was negotiating final terms for a written contract. Many of
the changes recommended by counsel dealt with legal language
required in state contracts, although others dealt with payment
and notice to proceed with contract work.

We also asked board members staff about the board's
for using the prescription tracking system when it becomes
operational. We found:

it Despite the extended investment of time and money to
develop the electronic prescription tracking system to
date, the Board of Pharmacy has not developed a clear
plan for using the information generated by the system.

our discussions, board members appeared to lack a clear
understanding of the system and had not set objectives for
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prescription tracking, although much of the work to develop a
system for using the prescription data had already been
completed. Staff had not developed a plan for regular or routine
data querying of the controlled substance prescription data, and,
until recently, had not received training in the software
application that will be used to analyze the AAI data. Staff still
lack a full working knowledge of the capabilities of the system;
our discussions revealed, for example, they were unsure whether
the data being queried were for the current month or the entire
database, and were unable to limit data searches to a specific time
period.

According to experts, during the planning stages, an agency
implementing a prescription tracking system should carefully
consider ways to maximize benefit of the system, to describe its
expected effects, and to prepare and distribute educational
information about the system. To be fully effective, the plan
should account for the needs of other health regulatory boards and
law enforcement entities involved in investigating complaints of
controlled substance diversion and abuse. In short, the agency
should have a clear idea of how it will use the system and how
information will be disseminated.6 Consequently, the board could
incur additional costs to modify the system to accomplish
currently unstated objectives.

Although late in the stages of development:

We recommend the Board ofPharmacy develop a written plan
for using the electronic prescription tracking system.

This plan should be developed, in part, with other Idaho health
regulatory boards and law enforcement entities to ensure that the
full potential of the tracking system is being met for all agencies
that deal with controlled substance diversion and abuse.

6 U.S. Department of Justice, Drug Enforcement Administration, Office of
Diversion Control, a State Prescription Monitoring Prn'f7rflm

(Charleston, 1995),3,8-9. For example, many states with systems make
the full data available to the state licensing and regulatory agencies for the
health care professions and to the federal, state, and local investigative
agencies that have jurisdiction over controlled substances. In addition, it is
incumbent upon state agencies implementing a system to develop
educational materials and make information available regarding the system
because the public, many health professionals, Legislators, and other
officials may not be knowledgeable about prescription accountability
systems or prescription drug abuse.

The board has
yet to develop
a plan for how
it will use the
prescription
data it
contracted for
nearly two
years ago.

The board
could incur
additional
costs to
modify the
system if other
program
objectives are
identified.
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Despite
indications to
the Legislature
when
requesting
funding, the
new system
has not
eliminated a
position at the
board.

Finally, we found:

• Implementation of the prescription tracking system has
not eliminated a staff position as proposed in the request
to get the system started, increasing the total cost of
implementation.

In 1997, the board was six- to ten-months behind in data entry of
Schedule II prescription information. According to our review of
committee meeting minutes, the board explained that the tracking
system could eliminate the need for a full-time position devoted
to the manual entry of prescription data. The board indicated to
the Legislature that it planned to finance part of the costs of the
new tracking system through expected salary savings from an
unnecessary data entry position that would be eliminated as a
result of the new system. Although there have been staff changes,
this position is still filled by a full-time employee who is partially
responsible for the prescription tracking system.
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Idaho State Board of Pharmacy
280 N. 8th, Suite 204 P.O. Box 83720

Telephone (208) 334-2356

June 8, 1999

Nancy Van Maren
Office ofPerformance Evaluations
Idaho State Legislature
STATEHOUSE MAIL

Re: Response to Audit Report

Dear Ms. Van Maren:

Introduction.

Boise, Idaho 83720-0067
FAX (208) 334-3536

At your request, the Board is addressing this response to you. The Board understands
that this response will be attached to your Report and will be presented to the Joint Legislative
Oversight Committee (Committee). With that in mind, the response has been drafted essentially
for the Committee.

The Board welcomes and appreciates the input and analysis offered by the Committee's
Audit Staff The Board and its staff commend the Audit Team on their courtesy and
professionalism in conducting their review.

It should be noted that the Board's Executive Director ~l1couraged the Oversight
Committee's decision to review the State's response to controlled substance diversions by
private citizens.

Time-frame for Response.

The Board notes that the time frame for this written response encompassed only nine
working days after release of the final draft. The Board is responding to a forty-three page draft
report that was prepared by the Committee's staff over a period of eight months (from November
1998 to June 1999). The five members of the Board are spread out in all corners of the State.
Communication is made even more difficult because the Board must comply with the formalities
of the open meeting laws to gather and discuss any matter, including this report. As a result, this
response is necessarily general in nature. The Board's intends to more fully examine Audit
Team's findings and recommendations and to utilize them in conjunction with the Boards
ongoing program to develop an improved statewide response to controlled substance diversions.

New Board of Pharmacy Controlled Substance Program.

a. Program Development - Database and Reporting System.

Executive Director: Richard K. Markuson, RPh.
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the time has short, Board has aided
that it currently sits on a significant threshold with respect to the issues of citizen abuse and
diversion ofprescription drugs in Idahoo The Board is nearing completion of the development of
its Abuse Prevention and Diversion Investigation Program which will significantly enhance the
State's ability to evaluate and identify instances of abuse and diversion in Idaho.

For the past three years the Board's controlled substances investigator has been
developing the Abuse Prevention and Diversion Investigation Program. This program
incorporates enhanced computer technology to create a database compiled from all prescriptions
for controlled substances (Schedules II through IV) filled by pharmacies the state. This
database allow tracking and reporting of these prescriptions patient, the prescribing
practitioner, the prescribed substance, and and place prescription was filled.
data can be organized and reported along any these criteria. To illustrate these capabilities,
Exhibit to this response is a of the Requirements prepared by
The Resource Group, the retained the Board to create accessing and
reporting this data.

"1t"'II"'II·r" •• ~rII Substances staff better
enforcement identifying

own

information,
pharmacists, practitioners, licensing and

information
__"·.I.'-J'.I..JUJ against its licensees or

can
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The gathering of information without corresponding action serves no purpose. The Board of
Pharmacy has little power, questionable jurisdiction, and few resources to act upon the
information it gathers about citizen prescription drug abuse. The Board ofPharmacy's expertise
lies in the identification of those substances susceptible to abuse, and the identification of
instances where the prescription information available to the Board indicates the probability that
abuse exists.

The two groups with the expertise, the jurisdictional power and the ability to act against
specific instances of abuse are 1) the prescribing medical community, and 2) law enforcement.
The Board agrees wholeheartedly with the Audit Team that now is the time for an interagency
task force to examine the means to address prescription drug abuse in Idaho.

In addition to interagency cooperation and participation, the second step is to establish a
clear legal framework governing the gathering and use of this highly sensitive and personal
medical information. Given the legal environment in which we all live and operate (sue first and
ask questions later), the State can ill afford the legal risks inherent in moving ahead without a
solid .legal basis. The power and the right to gather information, and the power and right to act
on that information must be clearly established. The mechanisms necessary to protect the honest
and proper use of medications must also be established.

Once again, there will be a need for interagency cooperation and participation in this
area. The expertise of the pharmacists, the prescribing medical community and law enforcement
must all be called upon to see that all aspects of the program are properly and adequately
addressed in statute and rule.

Specifics of the Audit Report.

a. Chapter 2 - Investigative file documentation and formalized investigation
procedures.

The findings and recommendations of the Audit Team set out in Chapter Two of its
Report can be encapsulated into 1) investigative file documentation and 2) formalizing
investigation procedures. The Audit Team finds room for improvement in both documentation
of investigations and in formalizing the investigation procedures.

The Audit Team reviewed 509 Board case files which the Audit Team deemed to be
"complaint" files. Eighty-six percent these files involved information received by the Board's
investigator regarding non-licensed individuals.

The Board has traditionally defined a "complaint" as a matter where Board has both
jurisdiction over the individual and actual power to act against the individual. This definition
encompasses Licensed Pharmacists and registered or licensed pharmacies where the Board has
direct disciplinary jurisdiction and regulatory power. This definition also encompasses, to a
lesser degree, other licensed practitioners with controlled substance licenses. The Board has
traditionally viewed its jurisdiction and power over these non-pharmacist licensees as secondary
to the jurisdiction and power of the individual's professional licensing board.
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It is only arguable at best, that this definition would include matters dealing with
unlicensed individual citizens. The Board has traditionally viewed its responsibility in this area
as one of information gathering and aid to law enforcement.

The differences in what the Audit Team determined to be a "complaint" and what the
Board viewed as a complaint, highlight the need for a more defined interagency response to
citizen abuse of prescription drugs.

Irrespective of these differences, the Board recognizes the Audit Teams point that there is
a need for improvement with respect to investigative file documentation and the development of
more formal investigative procedures and guidelines. The Board intends to use this Audit Report
as a basis for developing file documentation requirements and more formal investigative
procedures, including increased oversight.

At the same time, the Board notes that while it may have relied on the unwritten
judgment of its Controlled Substance investigator more than it should, there has not been any
indication that this reliance was misplaced in any significant fashion. The Board's investigator
has a fine reputation in the medical and law enforcement community. Our investigator has
earned the respect of the Board, other licensing Boards and law enforcement over his 16 years of
service to the Board and the State. Attached to this response are letters from other licensing
boards and law enforcement officials indicating this respect and support.

b. Chapter 3 - Action against Citizen Diverters.

As discussed above, the Board agrees with the Audit Teams recommendations in Chapter
3 regarding an interagency task force. The Board welcomes the creation of such a force and
looks forward to many benefits from active participation in the task force.

c. Chapter 4 - Prescription Tracking System.

The Board has been laboring for the last three years on the prescription tracking system,
as a major part of its Abuse Prevention and Diversion Investigation Program. The idea of such a
system as an enhancement to the State's ability to prevent prescription drug abuse, goes back
even further. The program being developed is specifically tailored to Idaho's needs, while still
drawing on the expertise and experience of other jurisdictions. While there is always room to
improve operations, the Board feels that its staff developed this program in good fashion within
the budgetary and staffing parameters available.

The Board appreciates the analysis and recommendations of the Audit Team with respect
to the implementation of this program. The Board recognizes that this program deals
medical information about Idaho citizens that is highly sensitive and personal. The Board agrees
that a clear plan and procedure for the use of this information is critical. The Board continues to
work in this area. The procedural and legal requirements of the Board's Abuse Prevention and
Diversion Investigation program, encompass both the medical community and law enforcement
as a whole. The Board urges policymakers to assist by establishing an inter-agency task force to
ensure a fully integrated program that will give the State of Idaho the best program for its
investment.
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Closing.

This Audit Report focussed solely on the Board of Pharmacy's role with respect to
controlled substances. Let us not lose sight of the fact that the major impetus for this
Committee's attention was the unfortunate experience of Renee Wilson, a private citizen. The
Policymakers want to know what the system can do about citizen diversion of prescription
drugs. How can the State (not only the Board of Pharmacy, but the remainder of the medical
community and law enforcement community) prevent such a tragic abuse by its citizens? The
Board's Prevention Program may go a long ways towards more quickly identifying these people.
However, the issue remains, how can these people, once identified, get the help, treatment and
counseling that they so desperately need to escape the cycle of abuse and diversion?

It is clear that answers to these questions are difficult. It is equally clear that for any
program to have a practical impact, there must be a statewide organized and uniform response.
The Board looks forward to working with the Legislature and other state agencies as a part of
that statewide, organized and uniform response.

Very truly yours,

FRANK CASABONNE
Vice Chairman
Idaho Board ofPharmacy

fpm

Note: Exhibits referenced in this response are available upon request through the
Office of Performance Evaluations.
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